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ABSTRACT

Fuzzing means repeatedly running the program being tested, by modified inputs, with the aim of finding its
vulnerabilities. If the program has a complex input structure, generating modified inputs for fuzzing is not
an easy task. The best solution in such cases is to use the input structure of the program under test to
produce accurate test data. The problem is that the input structure documentation of program under test
may not be available. Human understanding of such complex structures is also hard to achieve, costly, time
consuming, and prone to errors. To overcome to above problems, this research proposes the use of machine
learning and deep neural networks, which automatically learn the complex structures of program inputs
and generate test data tailored to this structure. One of main challenges in this field is choosing the
appropriate deep learning model which suits the intended application. In this paper, suitable deep learning
models for learning and test data generation in file-based fuzzers are studied. Also, the evaluation is
performed by introducing and applying the appropriate performance evaluation parameters. So the
recurrent neural network and its derivations are introduced as the best deep learning models for text data.
Also, effective parameters considered for performance evaluation include the training time, loss value in
training and evaluation time. The loss value as the main parameter is evaluated once in various deep
learning models with same structure and again in the same deep learning models with various structures
and the best deep learning model is selected and proposed .
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2 Test Data
% Malformed

# Machine Translation
5 Vulnerabilities
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4 Supervised Learning

® Supervisor (Teacher)

® Features

7 Label

® Target

® Classification

0 Unsupervised Learning
™ Clustering

2 Reinforcement Learning
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! Fuzz Test

2 .
Deep Learning
® Natural Language Processing
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® Gated Recurrent Units
" Generative Adversarial Networks
® Radial Basis Function Networks
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! Convelutional Neural Networks
2 Multi-Layer Perceptrons

® Recurrent Neural Networks

* Directed Cycle Graph

% Long Short Term Memory
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® Program Under Test
2 Source Code

" Binary Code

2 White Box

2 Black Box

* Grey Box
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! Classification

2 Regression

® Time-Series Prediction

4 Self-Organizing Maps

% Restricted Boltzmann Machines
® Deep Belief Networks

” Auto Encoders

®Crash
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® Auto Encoder

" Variational Auto Encoder

& Adversarially Regularized Auto Encoder
® Adversarial Auto Encoder

2 Trade-off

1 Maximum Likelihood Estimation
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! Generation Base

2 Mutation Base

® Recurrent Neural Network

* Scheduled Sampling

% Generative Adversarial Network
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