‘U "’M‘.’ L camgss - oole alome
0 ,

YE-18Y o IFAY by ¥ oyl s JLu

SRb by 10 9 9 (e (585 &l 3 oSlat b &S g (5 il SNo> ausiild

¥ - Y@+ o . #) .. N
Gy sl Jo ol 3 Ol e kel S5 3151 S, S
il Sl mins o K2ils luisls =T (i) il 8 (g gmdils =Y lskad -

(CYZARVAR G- JYR UL IR VARSI FRYY)
oduS>

sloablo ol 5L LYo 51 (SO aloas JuSid (go0uio it g womomals Jolpo 5l 4t 4y 3985 Esle g ooy e 4l
o ol by a1 j0 a8 cl ol mlaw 1A Sl 5 IUT 5 e elis Sg5le 5l eolatul was cpl ol 50 3485 Lauteds
Sl Sl 5 50 pudles co o 5 &5 ls 0ezg (SIS slrosls jo lesy (g LSl Sledlbl a8 ol (pl o (53 05d od ax g b laia
dlas oo g (ml o oS S dllalss oy A slac b GlagSIl aogi sl 1ol 5 @S i ym b aelsd aile gaclsd
30 S o A " egtie Gilakad g gm0 sla Lt le (6,50l altes siilen | (g lmal g soliiwl g lagSIl aiS altus
SdbeS Glytedn dnue aiadyS SOl 6mb e 0 L edl Sl s wdgs Al ye o (53l ]se sy Allie
51 ol b w5501 S5 5ol prosdle oo o0 ooliios] sl DBSCAN (guisaisg> azilisgags glgil 51 53 &5 MD_DBSCAN
O daslg s g S @S | Y e slocodled wuilsiy ol e glacodled sleol b b oass oolazwl sands b Go5lo 5 50 5l 5 <L
it Lane o oyl sl Ml s slaclled 2S5l soleiiy i psS S sy 5 oS i |y i sl sl
59 Lantid S8 aed e i mlis ceul and adlsl anly o )68l )0 S92 ge slalre 4y (Slhe alude saaligs 0 il
S o e b eizmed Sanl i 1Y 090> ROC Jloged 4 a2 b (ol o slocdled ¢y s YU o slaziJled
AT G AT g YYIY bt an by dn 4w UG zoka Sl (gl c FL Lo (53,5 085 0 b (o> aseis o )65 )0 aslw!

A3 oo lid g by 0,68 A e /Y S IS jsbay a5 ylodin ) 4 o3I b i ien 0,y

gs_sL..,Jo obs u’l‘.‘)’bﬁ wols r:l.éo| (&l Do caid iy )lf.\}La e i3, :‘5.&.315 Q@)‘S

HdmwcoMlouMM}lduMﬁ doddo —)
00y s 3 lacadlad 4y sguo o2 3 S dilﬁ‘;éé‘s
& ygots YU mho sl jasis Yoere a5 Jb> s ol

Ll FAedgus ple

slaools pleol 5 )b 51 )Ls, YL mhw gloodled asis
..))‘.) Ls.cw Lch:\)).‘:)ls aS Sl ‘SC}«aya walise 6L® ,.im.’>/
Lol 380 L id ¢ Kusaiz glbaible g5 0l )0

GLQCA—JL‘_Q ‘-SJl-WLHA 6‘)—‘ ‘5°M Lngu”ﬁ) )‘ U}‘SL‘ :Yj_o.a.o 605)5 ‘_gLQo.)L) 4.5@L®L’> )D CA_...J‘ 03D JJQJUISA‘

b 0l 3l 5 YU s oMbl ksl wiile YU mlass
2l 6l alie ) o aid) Say bs, ol o0s oolicil
o, Ll g NLP oalae 5l ool ol YU mha s slacolas

Al oe 8B ol b bl

L ».\4‘9.:6.4 dulfw LgL(b)f.Mo raLé.)‘ (s (GO SS gladlss

Gomaiz glools ol (g9, ,mad T e 30,0 s
soiplon! Glallhe b 0 idy saus |, odled asis

2 Sl b loasli g 5l (S o ool Ghilon

bd by Gl 55 g (eeian Shgs sl pole o)
(=) slo ol g asbly e ol @ a8 col Sloslxe
5wl ole ‘_,,_b.,.lo 6LmoL_g)' u'::)"é)._g: eo}\oﬁ@ U’JL..H
)b ol 9 LS ol Ghile sl bl 5l eslil
Stg U LS a8 sl 08 1) Laasll, 48 ee oo

ROWH K SUSEPSUON K S

slaccJlad LR dn SLd 09> Qil JRpTReY u‘.Jl>
)l oJ_..ug_))Lh; Lguu.:s) ‘)._)) ! s_;)L]aJ u5d._4 \lb CJG.MJ

Dadashtabar@mut.ac.ir : Jstue sdiws g5 asbll, %
1- Heterogeneous sensor fusion
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Algorithm: grammer induction on network trace sequence
Input:  S,network trace sequence obtained from
MD_DBscan clustering

Input:aT, merging threshold parameter

Input: 8T, generalization threshold parameter

Output: G={V,R}, discovered hierarchical grammar
Output: A, hierarchical network activities labeled using V
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1- Super Activity
2- Generalized Activity
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! 4- Super Activity

1- Trace Sequence
2- Multi-Level Network Activity Text
3- Activityvocabulary
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algorithm:structured trigger discovery with modified
CYK parsing

input: S, trace sequence of N symbols Sg,...,Sy

input: the set of M non-terminal symbols Ry,...,Ry

input: maxSpanLen, the maximum length of parsing
span to be considered

output: the location of all valid constituent with
corresponding derivation start symbols

1 let P be an N*N*M array of Booleans.

Initialize all elements of P to false.

2 For (i=1; i=<n; i++) do

3 For each unit production R,,S; do

4 P[i,1,m]=True

5 End

6 End

7 /I i iterates over the length of the span
8 For(i=2; i=< maxSpanLen; i++) do

9 /I'j iterates over the start of the span
10 For (j=1; j=<n-i+1; j++) do

11 /I k iterates over the partition of the span
12 For (k=1; k<i ; k++) do

13 For each generalization rule RyRg do
14 If P[j,k,B] then

15 P[j,k,A]= true

16 End

17 End

18 For eachproduction rule RARgR, do
19 IfP[j,k,B] andP[j+K,i-k,C] then

20 Pl,K,A]= true

21 End

22 End

23 End

24 End

25 End

26 If any of P[j,i,x] is true (x is iterated over

the set of starting symbols R) then
27 Return
end
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Algorithm: prediction of network behavior on the trace
sequence

Input: S, the trace sequence , indexed by [0,1,...,N-1]

Input: chart, derived from CYK parsing on the
sequence

Input: chiSqrMapping, the mapping from each
constituent trigger to its X? statistics at each vocabulary
level

Input: window size

Input: maxLevel, the maximum level of constituent

Output: prediction label for each valid trigger along the
test sequence

1 startindex=0

2 while startindex <= N-windowSize do

3 triggerFound= false

4 prediction window=

5 Stest [Startindex+windowSize]

6 possible Triggers= find all valid constituent
triggers for prediction window by looking
up chart

7 target Trigger=get the constituent trigger up
to level maxLevel from possible Triggers

8 A= get all possible network activity types
that can be triggered by target trigger

9 If normal € A then

10 If chiSqr Mapping

11 [(target Trigger,normal)]> normalThr then

12 Prediction= normal

13 Else

14 Prediction= attack

15 End

16 Else

17 Maxchisqr=max(getChisqr
Values(chisqrMapping,A))

18 If maxchisqr>attachThr then

19 Prediction= attack

20 Else

21 Prediction= normal

22 End

23 End

24 startindex= startindex+1

25 end
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ABSTRACT

The complex and persistent attacks of network have been made up of numerous hidden stages. One of
the reasons for the ineffectiveness of intrusion detection systems against these attacks is the use of a defense
mechanism based on low-level network traffic analysis, in which the hidden relationships between alerts are
not addressed. Our assumption is that there is a hidden structural information in traffic data, and we want to
define rules in network traffic similar to linguistic rules and use it to describe the patterns of malicious net-
work activity. In this way, the discovery of misuse and anomalous patterns can be well treated as the prob-
lem of learning syntactic structures and semantic fragments of the “network language”. In this paper, for the
first time in cybersecurity, a new clustering is used named as the clustering of MD DBSCAN; one of the
most advanced types of DBSCAN clustering. In addition, a greedy algorithm inspired by the induction of
grammar in natural language processing has been used to recgnize high-level activities and define the rela-
tions between activities in different levels, by integrating low-level activities. In the recognition section of
high-level activities of the proposed algorithm, for the first time, similarity edition criterion in hierarchical
clustering has been added to the existing criteria in the base algorithm. According to ROC curves the results
show that the accuracy of detection in higher-level activities are about 30% higher than low-level activities.
Also by choosing the best setting for threshold parameters in attack detection algorithms, we had the highest
F1 score in different levels from 1 to 3: 72.3 , 96.2, 96.4. which means that in general we have had the im-
provement of about 0.2 compared to the base algorithm.
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