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# creating ciphered data (CD) g g0 BLINV-T glapiy oS LIB jo 0,5 )15 0gx
CD:" n

for i in range(l, len(L)):

CD(i) = L(i) XOR CK(i)

Algorithm 3: Applying IDA and key
management

# calculate master key (MK)

MK=PK

# upper 1limit = number of
segments

for i in range (1,

len (CD) /SEG_LEN) :

temp = CD (i*SEG_LEN
len (PK))

for j=1 to len (PK)

MK () = MK(j) XOR

temp (J)

# Apply Rabin's IDA Algorithm
to CDF

Segments (1..n) = RabinIDA (CDF)

# ciphering generator vectors
and append them at end of 1°° segment

A=[a(1l);a(2);..;a(n)] #
generator matrix, each a(i) is a
vector

#Upper band is not included

for i in range (1, n+l)

v(i) = a(i)

for j=1 to n

v (i)=v(i)XOR

ol i 59! Judexs — - F

x5 cusel Slate g lol 0,68 ise (ol e

aey 0 goke slaghy;y ;00 b Ll (pmizen 5 05l o0
.wgfsnAWAQL5ﬁh5ui%zm)soﬁo¢M|§jmqﬁ5é

Algorithm 1: Key generation

def KeyGen (file):
#Binary file
PO = bytearray (input(file))
#data size
L Len (p0)
r random (0, (L-100))
#selects 100 Bytes of the file
starting from randomly chosen r index
Seed = 1list(p0[il:i1+100])
PK = AES (Seed)
R=""
CKR=""
#We have 100 distinct one-
character inputs
#which yields 100*32=3200 bytes
output
if L <= 3200
(while L!'=T)
for i in Seq:
#presumably hash

function is SHA256
CK = CK+ Hash (i)
T=len (CK)
return CK
elif L <= 320000+3200
for i in K:
CK=CK+hash (i)
for i in K:
for j in K:
CK=CK+hash (i+j)
T=len (k)
return CK
elif IL<= 32000000+320000+3200
for i in K:
CK=CK+hash (1)
for i in K:
for j in K:
CK=CK+hash (i+j)
for i in K:
for j in K:
for w in K:
CK=
CK+hash (i+j+w)
T=1len (k)
return CK
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ABSTRACT

In cloud computing and the data storage services they offer, what impedes their adoption by
organizations with classified data is the issue of security (confidentiality, integrity, availability). Although,
the confidentiality of data could be preserved against external adversary by the server-side encryption, the
cloud owner or cloud’s super users still are in possession of encryption keys. Hence they have access to
users’ data which compromise their confidentiality. In this paper, we offer the SelDA (PAD) algorithm
which enables us to confidently outsource our security-sensitive data to untrusted cloud environments and
benefit their features. Despite conventional methods which store data on one specific cloud service
provider, the SelDA algorithm breaks the user’s file into N distinct, unrecognizable segments and stores
each one on a different cloud. We have accomplished this by adding a lightweight pre-processing phase to
Rabin’s information dispersal algorithm while at the same time, we have employed a novel distributed-
based key management technique for achieving keyless security and hence we obviate many of the related
challenges (secure key generation, preserving encryption keys etc.). Due to SelDA’’s efficiency, other than a
web application, it can be directly implemented and utilized as a mobile application.

Keywords: Secure Storage, Cloud Computing, Lightweight Encryption, Information Dispersal
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