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7- Shen

8- Intrusion Detection Sensors (IDS)
9- Intrusion Prevention Sensors (IPS)
10- System logs

11- Peng

12- Zhang
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1- Domain Name System

2- Bannwart

3- Flash Crowd Attack

4- Welzel

5- Transmission Control Protocol
6- HyperText Transfer Protocol
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4- Ontology

5- Joint Direction Literary
6- Endsley

1- Disruptive
2- Degrading
3- Quality of service (QoS)
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8- Full Service

9- Full QoS

10- Bad Service
11- Bad QoS

12- Disrupt QoS
13- Disrupt Service
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- Delay Time

- Throughput
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Value FUSionijk =w; * W * Wy

if Value Fusion < o, then Situation A

if aye < Value Fusion < By, then Situation B
if Value Fusion > B, then Situation C
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Total-Situation B= Y.g;tyuations Value Fusion
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Final Fusion = Max (Total-Situation A, Total Situation B, Total-
Situation C)
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Class MediaNews = {highFollowers, MediumFollowers,
LowFollowers}
Class Statement = {Disrupt, Maintenance, Deny}
Class Volume = {Low, Medium, high}
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Combinations = {(a, b, c) ; a € Class MediaNews,
b € Class Statement , ¢ € Class Volume}
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3- ValueFusion
4- Social networks

1- Media news
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Value Fusiony = w; + (w; * wy)

if Value Fusion < oy, then Situation A

if ag, < Value Fusion < g, then Situation B
if Value Fusion > B, then Situation C
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Total-Situation A= Y siruationa Value Fusion
Total-Situation B= Y s;tuations Value Fusion
Total-Situation C= Y. g;tuationc Value Fusion
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Final Fusion = Max (Total-Situation A, Total-Situation B,
Total-Situation C)
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Class Admin Statement = {Disrupt, Maintenance,
Deny, None}
Class Client Statement = {Consensus, Low UnConsensus,

Medium UnConsensus, High UnConsensus}
Class Volume = {Low, Medium, high}
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Combinations = {(a, x) ; a € Class Admin Statement,
{x = (bc); b € Class Client Statement, ¢ € Class
Volume}}
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Final Fusion = Max (Total-Situation A, Total-Situation B,
Total-Situation C)
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Class Reporters People = {Consensus, Low UnConsensus,
High UnConsensus}
Class Volume = {Low, Medium, high}
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if Value Fusion < oy, then Situation A
if o, < Value Fusion < By, then Situation B
if Value Fusion > B, then Situation C
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4- Rules
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1- Covering Area
2- Decision Area
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3- Axel & saati
4- Eigenvalue

1- Feature weighting
2- Analytical Hierarchy Process-AHP
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ABSTRACT

Cyber attackers are able to have a significant impact on the computer networks’ hosts by using DDoS
attacks. whereas, defenders use different defensive methods to defend themselves. In such circumstances, it
is difficult to determine the network status of the defender (victim). In order to assess the cyber battle scene,
it is necessary to evaluate the attacker and defender. The focus of this paper is to provide a framework to
assess the status of the victim. In this study, monitoring of the victim is done by using different types of
cyber sensors including both technical and human sensors through modeling and simulation. Initially, we
review the cyberspace sensors, such as news sites, social networks, reports of the people and technical
sensors. The attributes of each sensor are extracted and finally the importance of each feature is evaluated
by using the experts’ analytic hierarchy process. Then the combination of attributes for each of the sensors
is formed and status of the victim corresponding to the features is determined. The conditions of data fusion
using the methods based on fuzzy logic are provided. Implementation of three scenarios show that the
proposed method has the desired performance. In the first scenario, in which there was no attack, data
fusion sensors have correctly estimated with a probability of 99.3%. In the second scenario, in which the
server provides the service slowly and under pressure estimates with probability of 78.6%. In the third
scenario, in which the server is under effective attack, data fusion sensors with a probability of 84.2% have
estimated correctly. The lack of information about each of the sensors will cause conditions for uncertainty.
In this study, we have evaluated 15 different cases. The results show that the proposed method for situation
awareness of the host under attack has appropriate evaluation capabilities.

Keywords: DDos, Data Fusion, Fuzzy Rule Based Classification System, Human & Technical of Sensors
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