“ U//"’M"’L‘ gy — sole Al
0 ’

fV—f' e ‘W"\A }.Ajl{ ¢Yl O)LM':J s'ﬂ)LQ.? JL&

o S 1931 93 (o (Sl g B )T 3 o Wi Sl § SO il
W 350 (53U 5 Sl oS Z ot (51

I PN PVES AR A W TR T

Olpl Cmis 5 oo ol&ils (g 583 (6 mmtils = ) ol IS =Y lutils =)

(CWRYAR IR VLS AR VAR SHGIEVRYY)

RN

) )LJ) > LS““'A iS 6&)501) u..\.w C).]a.a ‘J.S_JL: 9 (9Y > LSH_HQ ‘5>LM:L~M: Lng)lSo‘) 6..\.4"}5La g0 Lb)‘)SLXJ & UMJ‘)S‘
cé‘yl_’> \_i_x )‘ Lz 6LQ4.1; AJ}J 4.:5)@ ..\.M:) ).:b.a )d 6‘0\.\45)‘5..\.:.5‘ 6Lbd>ol) ‘)L:_é) » LS““'A LY 6Lb)l50‘) 456]L>)~) w‘

JLse ag ladse 059 el ISk cpl p adé (gl aizius o9 5 158l anS o YL QA et 755 lioren Lol s 1381,

bl 58l eolgls G sladigad des 4y bgyye SIS yoee sla)lid ) snimo lis egi 4 aS wiis o5 (6,18, oSl Ll

&)L, el 385 gl 6l pdy eS8 SIS 5 et 5wt GLSLS 25 3l 2 (e (ng )L, S Lo allis 5o
6,3, slasSl conl ailes Lo 5ol a5 aws so lis Lo sl ob5)l 5l Jols gl aalos )5 slpiiny o158l oolgils ja 10 39250 o y5ee
/A cds S Ll syl 1) Wle sladal 5l o yte sladali p yols jued Colil8 aST (58100 00lgils o 10 9290 0uiiS lede P

Ot 0 TN @iS F 5 g s )l slaldlay s (0 V00 @iS F 5 L aslie [0 ae QIS glas #i g asliol slelielay olulis

25 ooalS oaisS pleie Gl I 5 oyt (6,8, slagSl .

BTN PP IR VEPISU SN I VRN CT XY
el 5o Lol s sitoe SEALS S Wy 5l s b sl ol
0ols oL o aseus o] gl W slael S A Slej b) woley
(59 sl]

5 Jisd Gy cblio i 5 JSiie cnl 2 aidé jolaie &
e 2iS gl S0l anwgs JLos 4y likore 09 el « 55,00
alie G,k 5l 18 arsis b )Sol ol il L3, 5
ool ey ) o pe sla,lis, Ly Laaaliy i3,
L) s oine S gL lSel, 4z ST ins s plox
loasss g angy o ol plp 5o e loul sla Jool,
Ste £ 5 lizren Lal astas 8l oslgls S5 5l calise
[£] 5)ls 58l cass o oYL L3

slasSl zlyminl g latedn, (pg 5,50l adlie ol 5o
Wl 0ol a3l 138100 colgil s ya 40 0ezge o ymre (5,8,
Sl S 315 ojlailay sl WogSIl ol 51 Sy o cslassSa
1y e )iy ol by e cddipge slaasens wilgh b ogi
39y sl o3y IS o5l 4y a5 oyl o g 05 lolids s

e ke g, Nigis QI cute gl 5 sbul 4 il U

S C‘)M‘ ‘uﬁjb o..\.«i':dj‘)‘ 6)l;'é) IRCELYERAY

soims SRS Gy (Sinly SIS 18, SIS 1 gulS (gaolg

e 215

doddo —)
onliiul a3l axdly S5 s sloaseus oy dyg, o o5,
2 el 03,5 Al 5L SLelS 1) Laal e S sla (Sl 5]
Ol YO Jlo o (SarpenS 8 15 00 dits gulis 3ubo
Sy anaz I8l aged YA+ v Sl oy 4l a5 wad oo
Gl 451 S5 g i 5l o] L5, 5 0 Shas 4l a5 355 o
5 slaylSely 5l laaags 53l ST 059yl i o [V]
DT oS s5lospzs Y18 s5lomten 9700) (slonezney
sy sl o maw 53 [-0] Ts5 55 5 [F] T s
loas s ol aisS oo oolaul l38lay G sl s slaases
wal " pline Blowd 51 J5 oglite wals “(s526 Ll 5l oz
555 5 adgl oy Bes 18, ples ligren g aiis LSy

Parsa@iust.ac.ir : Jytawes oo 55 aslil, =
1- Code obfuscation
2- Code Packing
3- Polymorphism
4- Metamorphism
5- Syntactically
6- Syntactically
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3- Obfuscation

4- Encryption

5- Self-modifiying

6- System Calls Sequence

7- Ordering

8- Junk system-calls insertion
9- Execution Sequences
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1- Effective
2- Efficient
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4- Significant Subgraphs

1- Graph Mining
2- Concept Analysis
3- Classification
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3- Discrimination Score
4- Random Walk and Restart
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1- Frequent Subgraph
2- Statistical Significance
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DiscriminativeSubgraphsSelection(G, G*,G", k)

Input: a set of significant subgraph G

Input: a set of melecious graph G*

Input: a set of benign graph G

Input: a positive integer k in case of cutoff.k and a
numeric between 0 and 1 in case of cutoff.k.percent
Output: a set of discriminative subgraph D

1. scoretable as a table containing ranks for
subgraphs in the first column and their ids as row
ids
D<9
foreach g € G do
_ Ivgi€6*lgcgil
IG*|
__Ivgi€GTlg<gil
B 67|
score = ~.In?
q q

scoretable(g.id, score)
D < cuttoff.k.percent(scoretable, k) Or
D « cuttoff.k(scoretable, k)

9. returnD
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ABSTRACT

Most malware producers use obfuscation techniques to bypass signature-based detections. In order to
provide proactive and real-time protection, the researchers have begun to develop strategies for
behavior-based detection. While behavior-based detection techniques are promising solutions to this
growing problem of malwares varieties, but they still suffer from high false positive rate in detecting
unknown malware detection. To overcome this problem, we shall seek for identifying patterns, representing
malicious intent in all instances of a malware family. In this paper, we propose a new technique, based on
discriminative subgraph mining technique to identify discriminative behavioral patterns. The malicious
behavioral patterns discovered by our technique from a known malware set allows the detector to reach an
94% detection rate over unknown malware with no false positives. This is a significant improvement over
the 55% detection rate observed from commercial antivirus, and the 86% rate reported by the best
behavior-based detector.

Keywords: Behavior Graph, System Call Dependency Graph, Malicious Behavioral Pattern, Discriminative
Subgraphs, Significant Subgraph Mining
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