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ABSTRACT

make security after production , the designer's neglect on attack tree and developer's, are of the important
challenges in web application development. One of the most common attacks on Web domain is CSRF which caused
the program to the user's trust. One of the most common attacks on Web domain is CSRF which caused from user's
trust on web application. In this paper the CSRF attack tree as a security solution in the web applications production
process without the need to interact with the end user is provided. In this context, with integration the derived
attributes from exploit_codes and experimental attributes , the CSRF attack tree is derived. With use the produced
tree , with 83% accuracy, we were able to identify the different routes that hackers use on CSRF attacks. Immunization
the detected attack vectors in this article, by designers and developers, will be resulted to produce secure web
applications against CSRF attacks.
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2- Open Web Application Security Project (http://www.owasp.org)
3- White Hat

m.bagheri@ihu.ac.ir :g35ewl iy g5 aobily],
1- CSRF (Cross Site Request Forgery)
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2— Client Side CSRF Defensive
3—Tag

1— Browser-Enforced Authenticity Protection
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6— same-origin
7— cross-origin
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1- Token

2— Session ID

3— Prevent Cross-site Request Forgery

4— Pre-Filter
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