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ABSTRACT

Detection methods based on analysis of memory contents have achieved great popularity in recent years.
Researches in this area have great progress and powerful analysis frameworks has been innovated. Although these
frameworks provide detailed examination of a memory snapshot, interpretation and correlation of these details to
extract inconsistencies require a comprehensive knowledge of the internal structure of the operating system. In this
paper, our proposed scanner focus on extracting information from the memory structure along with addressing the
inconsistencies created by defense techniques used by malwares. In the proposed method, memory forensics is used,
for the first time, to investigate the main functionality of malware by extracting function calls from the user space
memory. In other words, in this method memory structures are described to extract the effective indicators related to
registry changes, access to library files and operating system function calls. At last to evaluate the extracted features,
Samples have been classified based on the selected feature. Best result include detection rate of 98% and false positive
rate of 16%, which demonstrates the effectiveness of the memory contents.

Keywords: Malware Analysis, Memory Forensic, Digital Artifacts, Userspace Memory, Volatile Data,
Feature Extraction
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3- Polymorphism
4- Metamorphism
5- Syntax

masoume_aghaei@mut.ac.ir :g35ewly iy g5 dobll ¢
1- Obfuscation
2- Stealth



\“if )L@d Al O)Loa‘:) L d JL»J ‘ “d/b’m”)” M’j{. —‘50.LG %
. ¢

590 O)ledy el pien ol 009l sarms lis ¢ lisle o

Sl o)lgen g sl (Soopt o izl dan 5l I 51 o 57 cadee

slad Jodod onga cabibls Jlod L b o elia aslsl o
dgeyd oalplonl Ga)lS (55900 ¥ 50 5o 09800 Ol )
om0 sla s, T i 5o 5 <l atlys aliils Lol
b s 3 00,5 o0 ol B slale jo eudiz s alal>
5 Jelos Jole 7 (A5 50 5 305 o0 (B s3liin Ky
Jose s A A Y S 10 000 0 00l syl ansdd
A isn o) Ll o g 00505 lo |y camaiws w8 g golpin
Saly S o pti ean] gla)ls s s pTam (bl @l O s
RV S

bl Ll glaoado-Y

3Ll Julos 5 5 sl cslinn 4 alible puliie
OB 4 anld ol G0 Ojleds ally o ignels abibl> (slgioe
o)l gaals T S5 alidlo 51 I3 e Sl gl pal g
Ole) Caxdg 9550 30 (5590 Sledlbl Jolis (558 aladl> o)l
S delS a5ed S 85 Lol oo el 5o Lol (sl
hozel 350 @ S (53, o] Jeloigarzms 5 Lil> Slgim
Jold Samdg cnl il pdy Gl s (ol Cnidg s5Lasl
Loy ooliials sgn (slo ols d 2] > 4o (s0,0,5 sladels
Ol il oo ;00 DI gk 5 4l Sl L]
2 zzeo Sledbl (48561 Casdas (gl alabl> Bl gize )y
ol oo Sl o3l 5y 5590

Pt b b ey anl b 4 alile Jlo 5l ssli

hr i o oS ugSine g 5 [A] S, (anieas a8
Trbe Ghey 0l 00 e Se Se plsed Jub anlp oS
DS Sl ol paseis 5 Jelos GGl (g cnl &g 5o e
S e ol 1) Gk g s alais G bl g 009 s
SLedbl b)) s Jole pinns @lys & ot OB b aeaS e,
Sl et id 5l et )0 cadceal LU gla il 4 w0l
Peibn b bl S i Jle plpred S o0 5T sl o e
g onl ealddls Jolos sl s 5o lal w8 oo Ol 1 12l
lyzme ;0 0P Sl (o w5l @le willy ool S o
Wl s eals imles (V) USS 0 45, sbles g alail>
sl Jebepions &ly Slozl 5l alidls calide > sl

4- RAM
5- Packing
6- Hook

5 Ll catwsgs 4y (S 2l )0 )13, 5 e aesis sla s,
oo pae il by 50 odee JSa ] Wit so s Lgy
31 ool Cyze o e LF] ol st gl slooS 50
5 Sl sbe (b L ablie dzl olos o Llod 3,
S Gl Gl g, ks allige S ()5,
ses slaghsy) L ablie gln 1 Jelod slap o) 4 o)l58l
o=l 0 et sl il a9 poley 5 by Julos
il o 055>

e (S5 gzl 8l Judod sla e )5Sl osee an
e g0 4 Ol sy pl plolis S jebay el pian Condg
s Gloj 0 oS (laundy (151 Cewday —) 135 e ol
A Y 00,8 8 ey 0590 b el S5 G 03]
Lo l330a 51 ot laayags b pabazlse il 15 calio Elaonss
a abidls pgal Jlod la by, sl eslitul b iaghy cnl )
oy ge sy alable g 5| oy S ST 2l sl
alidls o ools sbaylisble ez ogdle (oleiday b)),
abadl> \J-‘-L’” 2S5 2o sla g, ()15 slad 5 ann sLad)
2 Lo aST L Gl sl S9dige gmyp e o3l ol 5,50
=1 slaty) 6 T4 5l (B0 saled (o) b S 2l 5]
Sy 5l S e g B8 lagialel el wil oo
Sl 4y aladl> (o SleMbl uile (B coli osdosnlivn axg5 LB
Oyt nlpl sl ond (o i Gloj 4 S 65 Y5k
s gl 4 08 s ()l Candg  odle Glojen
S dalg> 55 L8 ol ol 5

ol sl lizlu g5luil @bl absl> Jlow slall
Lo lisbo cl ols 513 5L @l ) oS (oo o Jole pinsns
aed sla by, e se Sl 0,bgs o3l 5 0nd b e ool
OO (B 5 oS slagty; cuwnSh jslaeas alddl> Ll
Lac Sy, ol oS oo oolnl eSS oy, 5l )5 <l
SU o2l wis e Bl esls o sl opl 51 b So Ll
it a0 00ls Zy o e Lzl 1o da T lil o S
e b 1y Jole pinpes 0,5hae dolol b 133005 (gl ol (50
Loy So,lil o SLy yoys o wyzsonl b S axlye
I, osls as Jvl aiyls 3925 Carving slo oy, siileas olo sy,
Loyl ol ans 51 1y ledlbl wilgs sod 153l .0t oo ol
51 eaisglaes Sledlbl 1o 6,5 5lul 05z g cplplo S e

1- Anti-Forensic
2- Process
3- Memory Forensic



Y OSen 5 @bl s T dogans )5 (GLad AliSlo s gl Judond b Loyl 381y (2 Lwlicd ) 95 (69,509,

el bl Jle

o o3ls olats| aladl>

ok glagigly €

L2l Jlo s glasils

ABSl> (9990 pgual (19,5 gy

A

WS pas

adlaasls glabils

s ol g, L el puliio b Slaebls anlis (1) S

ool é}L&A U‘BL’ Ld)J ‘S:LQJ.L\B JALM: 9 09...:‘5‘0 6)‘0& Al
3 lgs e o3lo (4 bogy e slrosle) obo, .cwl ojlo s 4y by e
PEB L. .53 slxil PEB § EPROCESS (sl lisls b
In Load Order Module List In Memory ) Cuw 548 4w 3l JSiie
Jausgs a5 cowl (Order Module List, In Initialization Order List,
P8 slasd ol o s oslsn o sl seans Jelepitu
el layial)l aen Jols Lzl cpl [V0] 05d o (5,045
sl 00l (6 )l08 L slo Joile s 48 aiile wojlo e IS
(Cos WSS o) 58l Lo gl sy o bl o ol Jl> po
5o o=l Sl g lAl e )S (Ae sln Julos as sla g S
IS I | I S C =S IOV SUOFL BRCIOSIP R LS I
.o)bd VAD )L».‘>L~.a 5o o..\.ivo;,.‘ié

S0 So o LaVAD e lo) 30,5 dige S
(99 OG0 0 jp>O A LgLa_‘a Be Q)]jﬁooy (S.9°9° S 9T
e 5 4l o3l gl wyol L) abadl> 5l Saly G ojls G a
‘_gl)_: )_.ol_._..A VAD b)f g_ix A “'\JL)LSA yLAZ}‘ (Lsmr.m\é
SO By Wie S e a3l VAD e ,0 4y S'sb ol S ke
Sl bl g cw ools plazsl b S 4 akil> olas
JB s by Sl DLl ISGl VAD 4 oadosy 4l
o Gb 3l R jlea aiS e wal 3 ) eal SleS 8
aladls asl pla by e Oledbl ¢VAD Jolae sla Lo
0,5 s S ST alabl> glad ojls By .09 o 7] Sl
VAD Lislu i oS o Bd> ooy 5l 1) bl VAD
S0 Semtas dilyd 0 PS5 oS 50, lax jolateds
Jls DKOM' sl bs)) diws axhaws oo s S 4 WVAD
Jos aun slad g 0,15 slad o wilsy Wb l58lay cplplo o)ls
Sgs aplgr JSie co bl ul b jlidlay SO i g wiS

1- Virtual address descriptor
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0x01300000 4d 5a 90 00 03 00 00 0O 04 00 00 00 ff ff 0O OO
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0x1300000 4d DEC EBP AT call Module Function
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0x130000a 0000 ADD [EAX], AL Ox01380010 Ox762fd539 ADVAPI32.d1] ReEgENuUmMValuea
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- - Ox01380030 Ox7630b5a2 ADVAPI32.d LookupPrivilegevaluea
Ox01380034 Ox7630b7c4 ADvAPI32.d]1] openProcessToken
Ox01380038 Ox7630b79c ADVAPI32.d1] openThreadToken
Ox0138003c Ox7630b7b4 ADvAPI32.d1] GetTokenInformation
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Ox01380048 Ox765bf188 kernel32.d1] InterlockedIncrement
0x0138004c Ox765ae06c kernel32.dl] Tstropyna
0x01380050 Ox765cllcc kernel32.d11 writerFile
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...GetProcAddress-Virtual Alloc-
LoadLibraryA-GetModuleHandleA—
Family API CloseHandle-RegCreateKeyExA-

Call CreateThread- Sleep- FreeLibrary- Create-
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... \CONTROL\SESSION MANAGER-
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Family Key \PARAMETERS\PROTOCOL-\ USER\
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Version. DLL-...

2- Certificate
3- Firewall
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