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Abstract

One of the most critical attacks, threatening the security of databases is SQL injection attack which is mostly held
through web applications. This paper proposes a new new method to detect and prevent SQL injection attacka. The
method is based on combination of both static and dynamic approaches and semantic analysis of queries. Run time
queries are matched with static list and semantic pattern and as a result the degree of attack factor existence will be
checked. Ontology is used on creation of semantic patterns. According to tests which are gathered from different
databases, this method acts efficiently and flexibly enough to discover new attacks. The suggested architecture, in
contrast with the others, is designed in such a way that it does not have a great database dependency and by some
changes it can be used for the other databases.
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