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Abstract

Anonymous networks provide data confidentiality and anonymity as two important factors through the
Internet. In recent years, with growing of quantum computing and also newly performed attacks, it’s
necessary to reform classic anonymous networks like Tor. So we need a new architecture which is quantum-
resistant. In the other side, this is important to block attacks like user identity detection so we need to revise
classic structures. In this paper, we propose a lattice-based architecture which includes NTRU
cryptographic system and NSS digital signature. Finally, the structure of the anonymous networks has been
revised according to the performance requirements and security issues. The proposed architecture should be

quantum-resistant that is investigated within highly practical security analysis
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