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Abstract

Nowadays, the vulnerabilities of operating systems and commonly applied software have provided a
major hole for intruders to attacks to the information technology infrastructures. In this way, attackers may
take the control of computer systems. Researches in software area have struggled a lot to develop and oper-
ate security mechanisms, to be applied in software development lifecycle, to resist the increasing growth of
vulnerabilities. This paper evaluates the measure of impact and effectiveness of these security mechanisms
by reviewing and statistical analysis of the existent reports in global database vulnerabilities. According to
our conducted surveys, it is clarified that despite of the growing development of security mechanisms, some
of the vulnerabilities have grown up and some of them are about removal from the list of the proposed vul-
nerabilities. The valuable point of this survey is introducing the rate of using a software as a parameter for

estimating the amount of damage caused by software vulnerabilities.
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3. Format String

1. http://www.sans.org
2. http://cwe. mitre.org
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void copy_msg(cahr* net_msg)

{
msg[128];
strcpy(msg,net_msg);

return;

}

[5] paycant oS askid (I-Y) JSCi
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13, o *net_msg T m
g J retum address P m P
j, '51 < — Saved frame ptr = m
3) 3 3 § m
;':' E| E| shellcode
2 2 hellcod:
o msg[128] Y S
8 0 shellcode
Y]
m || shellcode m
(a) Before Overflow (b) After Overflow
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5. KERNEL

6. Stack Guard

7. NVD: National Vurnubility Database : nvd.nist.gov
8. Instruction Pointer (in 32bit stsytem is EIX)
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1. Heap

2. Stack

3. Stack Smashing
4. PAX Project
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A->fd=X A—>fd=X
—1 A->bk=0C | A—=bk = B

({free block A) (free block A)

uU+B L

(merged block) (block inuse)

- B—=fd = A —
B—>bk = C

( free block B)

* C—>fd = A C—>fd=B
C—>=>bk =Y C—=>bk=%
(free block C) { free block C)
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A->fd=X A->fd=X
(free block A) (free block A)
| malicious code A malicious code [+ ™
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C->bk=Y C-obk=Y
(free block €) (free block C)
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Call Reg
Pop Ret
Push return

Jmp [Reg] +[Offset]
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11. XBOX

12. Canary Word

13. Patch

14. Gee Compiler

15. Purify

16. Parser

17. LCLint

18. Comment

19. minSet, maxSet, minRead , maxRead.

20. STOBO means " Systematic Testing Of Buffer Over
flows "

1. Morris worm
2. Finger

3. Thomas Lopatic
4. BugTraq
5. Elias Levy
6. Phark

7. Smashing the Stack for Fun and Profit
8. Code Red worm

9. Internet Information Services) IIS) 5. 0
1

0. SQL Slammer worm
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void funcl ()

{
char bufil [100]
/* do stuff =/
X
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void funci() {
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4. Bss Segment
5. Doug Lea

1. CRED
2. Referent Objects
3. Hash Table



IFAY Le o ol w9d Jlw ‘“‘f/'j/!(h{!/“o’/ﬁf{ Ty —Gnlc alxo

Oo¥

o eals y abadl> (oLad Sl cun lacSsl ouiis J S i
O sl el b el 00,5 Jasie ol opl aladl> olas
w=lpacl p ols Jole g albdls g pase )0 00,008 Sl s
03k (sl 4 LS s ates Jitase alibl> Cy oo sl oS
S i 055> 53 G pdyes] (il 6T slr Sas bl

Irylead sas @l Jool,

60, ladali oS sl Lo < gy ol 5l eolaiwl jglaied
Soied JolielS o)lugs coadall)) aladl> Cu e aslsuls b
e by anS e g calind Glazg s oS pleasl
Wl azily loy aiile o ae Lyl i 4y LT sla g, 5
bz o ozl o bl ass eolawl abulsS ol 5l aules cod
sl Slol,8 oyl o wis g Ll ioe S glhls (uSexd
I WP | P CURVN I I [ PR K e BN oo
Sl oSyl Lumn 5 2 slo b ol 5 s
Irvloss o o pSsler acliy 4 003,55 o8

Iols Gl G bl kel i 957 s 4 5k (s o)

31 esls sy cous alidls o pawe gzl jo a5 oo gy digel
3l o3k o 5 6l 1, Jie lgion wailos S lyme J 555 i
Iv¥] Ol e abisl> o o 40 00 S Sl 4 5L ]
35 il g5y 5l 6T slr ln O Siagh o
Ao g, cnl LYl alosls @1l 1) s 8lecen 5 65800 5 sl s,
sbalpcode (09531 (pizmen g lmonijloy )3 Slpnss 4 3L

Wl ) cdle )by Ol gt 4y o

i Ul el sloaS s U (atS Ssbiul sla s,

9 ;gs—‘—"—’)“\—‘—" Al sz la)lisle o oy
3 dSie ol @3, Bas L Sliass 5l Sy iyl ]y e o Ll
asliy sleaS o g ndyeam] RS sl S5 sl
o yta slaaSh alasl> 53,8 6 el [YA-YF]ilos S solil
G2 @ bgye lacs pdicanl l eslitalgu lagby, 5 (S
Loy S5 sl i 8550 50 e (i) cnl Eesl
5 S i laol Gy ol 50 0,05 o0 1,8 ool )00 (255l
foes ol il Mo Sl wiile cmgiasliy slacl;
(e 05 50 0318 anadt 55900 e slaaS L aladl> glad
Gy oS olabad I (S T gl el s iyt G2l
3 =L o g, 5l G ogd oo Jaie asliy aladls 4y onls

SS9k 9 plolid slaghy) 5l (Ko S oo Jeerd 4l 612
b ololis oIl lavwgs ala> slaailis lgicay a5 (50 )50
oolawl 3,90 )314)4))...0 Mo 6‘)4 \.)9.04 W LSLQ[“'M
Taas g @Masl 4 45 Sl NOP slie i cind o005 o0 13
Soacblas jelatean iy, ol o [VPlogs o als
‘fl_wLu.u 65i” L)"‘ P (e L’:""’j) ‘u;"’)"""‘ 6&0“&&3}»
“Hl_:—‘g.g OISR gt gy HO |) U—‘ digod lej..n aS el 00l ASU
3 o el ez a pY Camale gyl aailes ST g 5lwesly

.[YV]o)lo OURS yt § yt (S LB B ;O Bxie

ay S5y 5l e 1y el Lol slanS wlles S alil L
oS M8 a5 a S L1 LT d ol plSin 45 5 08 e oS cakiil>
[UESESNCSFRR IR SUCUIRNYL PP T 251 IFCUR RS 4
A5 oSl F3eh aSh) Joas Ixl gl dali s kil 4
Wy o5 s b Qiloads oS T G,k 5l eile (4L &l g
So o 1B S Lzl Cadbee L) 095 i o )00 oS
Eod9n oyl 50,5 s sl g conloads Tl ossloy jloand
el 35 350 ool (sl guan T sloasST ol

J e rSelz 5 @lulid jshaiedy (St g Jhlaels om0
a ‘) L_S‘Ol_l) )Lﬂ ‘QLM L}"‘ Gl 00 fl?u‘ )Bla).))f.u 8939
395 JuleolS 0 L5 dali o a5 conl 5L g wiiS co ooz anulsy
Olime Gimlidl sl 1y s o (b, o [V 5 YA
a5k OBl plosil sl (Jg ol ools @il ) asl oS (K5 joqe
Syl aels y BlelS leg yo LLealS Jawsd cadandes ledls!
s a0 (g pdocam] & bgr e coglinST Gl loy 0 aaliy
& - A - - Sl .
S o 3l ogdion T EwSh s WS (S e e 292
oads oslawl S0l Gl g 4 DMem  olulil jglaiea
Iy lel

by 5o 3k e el )5 whaw jo 12 Lo o) (ol

Fao G g 3l Al oolaiul (Gl (o ey g Col |2
5eslaswleg o MBI AT hg, 4 ax i bams i 1) (25 )
3 0ols ise (gilwlas (e ol SO Lo s pdicanl
o T8 5l bl jebaieas LYV [l T oaisS™ J S i
5ao)SJ_B.';.;oMbﬁlej;mﬂqu}&igl)%dbél}qﬁM

6. Polymorphism
7. Spray

8. JavaScript

9. Java

10. C#

1. IDS

2. Sledge

3. Apache
4. Opcode
5. Crash
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4. Buffer Error
5. Format String
6. Numeric Errors

1. Mozilla FireFox
2. Glibe
3. Int80 or Sysenter
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